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Vision

What are Enterprise

Design Patterns?

Reusable templates that guide
the enterprise to implement a
set of technologies in stand-

ard ways

How do Enterprise Design
Patterns relate to the En-
terprise?

Enterprise Design Patterns
translate OI&T’s strategic
goals, as documented in the
Enterprise Technology Stra-
tegic Plan (ETSP), into “real
world” direction to guide sys-

tem design

How can I learn more?

To learn more about

Mobile Enterprise Design

Patterns, contact Jacqueline
Meadows-Stokes
(Jaqueline.meadows-

stokes@va.gov)

To read the full document,
see the TS website:

www.techstrategies.oit.va.gov

To ask questions about
Enterprise Design Patterns in

general, reach out to

AskTS@va.gov
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Enterprise Design Patterns: Business Impact Analysis

Enterprise Design Pattern Scope: The purpose of this Enterprise Design Pattern (EDP) is to pro-
vide guidance to Department of Veterans Affairs (VA) projects on how to conduct a Business Impact
Analysis (BIA) to support contingency planning, including Continuity of Operations (COOP) and
Disaster Recovery Plans (DRP). This guidance will ensure that all projects complete BIAs in a
standardized manner to support the completion of risk assessments and the development of contin-
gency plans per VA Directive 6500 policies.

A BIA, as defined by National Institute of Standards and Technology Special Publication (NIST SP)
800-34, Rev. 1, Contingency Planning Guide for Federal Information Systems, is an analysis of an
information system’s requirements, functions, and interdependencies. A BIA is required to correlate
information systems with critical mission/business processes (e.g., VA’s Mission Essential Func-
tionsl (MEFs)) and respective services. BIA outcomes characterize system contingency require-
ments, priorities, and the consequences of a disruption. These outcomes inform leadership and sys-
tem/process owners on investment and recovery strategies for mission critical systems and processes.
Additionally, the outcomes provide contingency planning requirements, priorities, backup plans,
recovery plans, and Federal Information Security Management Act (FISMA) security controls for all
VA System Inventory (VASI) systems and non-VASI systems in accordance with Federal Continui-
ty Directive 1 (FCD 1), NIST SP 800-34, Rev. 1 and VA Directive 6500.8 (Appendix D), Infor-
mation System Contingency Planning.

Current State: A process-based BIA determines level of risk, recovery time requirements and ob-
jectives, vulnerability values, and required mitigation strategies for continued MEF support. Out-
comes from a process-based BIA will aid in the development of Continuity of Operations (COOP)
plans for the continuation of essential functions. A system-based BIA correlates systems with critical
mission/business processes and serves to characterize the consequences of a disruption to those sys-
tems. Currently, per VA Directive 6500.8, Information System Contingency Planning, all systems
listed in the VA Systems Inventory Systems of Record (VASI SOR) are required to conduct a sys-
tem-based BIA prior to obtaining an Authority to Operate (ATO). It will determine the mission and
business processes supported by the system, the recovery criticality2 of the system including impact
level and time metrics, and recovery investment requirements for the system.

Design Pattern Solution: A BIA validates the VA Primary Mission Essential Function (PMEF) to
“provide medical and hospital services for Veterans, and during a disaster or emergency, for civilian
victims as appropriate,” and validates VA’s MEFs so they continue despite a disruption of normal
activities or resume rapidly thereafter. Additionally, a BIA informs contingency planning efforts that
directly address a material weakness identified by VA Office of Inspector General (OIG) during its
fiscal year (FY) 2015 FISMA audit (Finding 5, Recommendation 24), as referenced in Appendix D.

A standardized approach to an enterprise BIA is required to adequately assess, identify, and prepare
for the impact of a disruption to mission critical systems, vital business processes, or MEFs. A pro-
cess-based BIA will help determine which processes are mission critical. Conversely, a system-
based BIA will help determine which systems require more planning, preparation, support, invest-
ments, and recovery strategies. A BIA will also support consistency across other contingency plan-
ning artifacts such as COOP, Business Continuity Planning (BCP), and DRP.
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